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High March
COMPUTING SECURITY PoLicy

The Internet and other forms of digital information are powerful tools. These technologies can stimulate
discussion, encourage creativity and promote effective learning. As a result, they have become an integral
part of the education environment.

The Directors have ultimate corporate responsibility for ensuring that the School complies with the
legislative requirements relating to the use of information and Computing security and for disseminating
policy on Computing security and other Computing related matters. In practice, the day-to-day
responsibility for implementing these legislative requirements rests with the Headmistress.

The Headmistress is responsible for ensuring that the legislative requirements relating to the use of
information and computing system security are met and that the School’s Computing Security Policy, as
may be amended from time to time, is adopted and maintained by the School. The Headmistress is also
responsible for ensuring that any special security measures relating to the School’s information or
computing facilities are applied and documented as an integral part of the Policy. (Please see the Data
Protection Policy and Privacy Notice for Staff.) The Data Protection Governor (DPG) supported by the Data
Protection Audit (DPA) Committee including the Network Manager and Data Protection Officer is also
responsible for ensuring the requirements of the DPA 2018 and UK GDPR are complied with fully by the
School. In addition, the Headmistress is responsible for ensuring that users of systems and data are familiar
with the relevant aspects of the Policy and to ensure that the appropriate controls are in place for staff to
comply with the Policy.

All staff change their network passwords at least once a year. Passwords are a minimum of 8 characters
and must contain at least one capital letter and one number. The network is configured to force an annual
password change and the Network Manager monitors this. Engage passwords are also changed each year.
The Bursar implements the forced password change for Engage. The passwords for Engage are a minimum
of 12 characters, with at least one upper case letter, at least one lower case letter, at least one number and
at least one special character. The Network Manager gives guidance on the minimum requirements.

The objectives of this Policy are to:

e Ensure the protection of confidentiality, integrity and availability of school information and assets.

e Ensure users are aware of and fully comply with all relevant legislation.

e Ensure staff understand the need for information and Computing security and their own
responsibilities in this respect.

e Ensure pupils have safe and secure internet access.
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Filtering and Monitoring

High March pupils have an entitlement to safe internet access and to ensure this happens the School has a
robust filtering and monitoring system. Pupils, staff and parents/carers are supported to understand the risks
posed by:

the CONTENT accessed by pupil

their CONDUCT on-line

who they have CONTACT within the digital world

® COMMERCE - risks such as online gambling, inappropriate advertising, phishing and or financial scams.

The School has a robust web content filter. It has a system of firewalls and antivirus software to make sure
that the High March Computer Network is as secure as possible. In addition to this, the School operates a
software package called Impero, which automatically monitors keystrokes searching for safeguarding
trigger words and phrases. If a trigger is activated, a screen shot is taken and a record about the incident is
created. The Network Manager monitors all such activations to determine the severity and escalate
concerning incidents to the relevant teacher and/or the SLT. Each week a summary of alerts is emailed to
and reviewed by the Headmistress and Designated Safeguarding Lead (DSL). If necessary, the Head of
Computing speaks to any child involved to ascertain the situation.

Staff Computing Acceptable Use

To guarantee that all members of the High March community are safe when using IT in School and when
using school devices, we expect all staff to follow a simple set of rules. These rules are laid down in a Staff
Computing Acceptable Use Policy. Signing this document forms part of the High March induction process
and confirmation that Data Protection Induction has taken place. A signed copy is kept on each member of
staff’s personal file. (See Appendix 3)

Social Networking Sites

Staff may use social networking sites for personal use in their own time. If so, staff should ensure their
passwords are strong and secure at all times. Profiles and photos of staff should be ‘locked down’ as
private so that pupils or parents do not have access to personal data or images.

Staff leave themselves open to a charge of professional misconduct if images of themselves or other
members of staff in a compromising situation are made available on a public profile by anyone.

If parents or pupils gain access to the profile of a member of staff by fraudulent means (impersonation or
hacking) the Headmistress should be informed immediately.

In some cases, friendships exist between staff and parents at the school. In these instances, social
networking is acceptable, but caution must be exercised so that professional standards are maintained and
staff do not compromise themselves or the School.

Computing Policy 2023-2024 Page 3



The Internet

Under no circumstances should adults in the School access inappropriate images. Accessing child
pornography or indecent images of children on the Internet, and making, storing or disseminating such
material, is illegal and, if proven, will invariably lead to the individual being barred from work with children
and young people.

Using School equipment to access inappropriate or indecent material, including pornography, will be
reported to the police immediately. Such action will lead to immediate suspension and possible dismissal,
particularly if, as a result, pupils might be exposed to inappropriate or indecent material.

Communication with Pupils

e Staff use Teams to communicate with pupils, with assignments being set and children having access
to posts.

e [f video conferencing is required for contact with children there is an agreed list of rules for children
to adhere to.

e Communication between pupils and staff, by whatever method, should take place within clear and
explicit professional boundaries. This includes the wider use of technology such as mobile phones,
text messaging, emails, digital cameras, videos, webcams, websites, social networking sites, online
gaming and blogs. (Please see the Mobile Phone and Camera Policy.)

e Staff should never share any personal information such as email addresses or telephone numbers
with a pupil and they should ensure all communications are transparent and open to scrutiny.

e [tisimportant for staff to be circumspect in their communications with pupils to avoid any possible
misinterpretation of their motives or any behaviour that could be construed as grooming. Staff
must never store images of students on personal devices. Where personal devices are used to take
photographs for inclusion on Twitter or other social media - these should be deleted at the earliest
opportunity after use.

o No member of staff should share personal contact details with pupils, including email, home or
mobile telephone numbers, unless the need to do so is agreed with the Headmistress and parents
of the pupil concerned. Occasionally children need to email homework to the School, (for example,
if their printer is broken). The pupils are told to ask their parents to send the email rather than the
child using their personal account. If the child does use their account, the member of staff should
not reply.

Email or text communications between staff and pupils outside agreed protocols may lead to disciplinary
and/or criminal investigations. This also includes communications through internet-based websites, such
as social networking or instant messaging.

Pupil Computing Acceptable Use

To maximise the safety of all members of the High March community when using IT in School, we expect all
pupils to follow a simple set of rules. Each September the Responsible Use Policy is shared with and
explained to Upper School pupils in a computing lesson. Parents and pupils are required to sign the policy
form, indicating that they have read and understood it together. The teachers of the Junior House pupils
ensure that it is adhered to within their lessons.
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This Responsible Use Policy (see Appendix 1) is intended to ensure:

e That pupils will be responsible users and stay safe while using the Internet and other
communication technologies in school.

e That School computing systems and users are protected from accidental or deliberate misuse that
could put the security of the systems and users at risk.

The School will ensure that the pupils have supervised access to digital devices to enhance their learning
and will, in return, expect the pupils to agree to be responsible users. The Head of Computing has overall
responsibility for this.

Online safety is taught to each year group on an annual basis. This is discussion-based and includes using
devices and the Internet at home. This is to ensure that the pupils are fully aware of how to use the
Internet responsibly. Where it is age appropriate, this will include considering the long-term implications of
any content posted online. Also, the importance of reading and adhering to any website’s terms of
conditions of use, including those around age restrictions, will be impressed upon the pupils. Year 4, 5 and
6 also cover online challenges and hoaxes. This is discussion based with children completing a Microsoft
Form.

Online Bullying

Online Bullying is unacceptable and how to deal with Online Bullying is covered when studying internet
safety. Pupils are taught to keep any evidence of Online Bullying and it will be dealt with in line with the
School’s Anti-Bullying Policy.

Instances of Online Bullying are recorded on Engage and noted on separate bullying logs held by the Head
of Junior House and the Deputy Head (Pastoral).

The Network Manager ensures that the firewalls, privacy settings and other safeguards are in place. The
Network Manager is the point of contact in the School for E-safety. He is available to be called throughout
the day in an emergency.

Parental Awareness of Online Safety

It is important for parents to be aware of online safety. Each year the Head of Computing writes to parents
of Year 1 to Year 6 when the topic of Online Safety has been completed. This letter reminds the parents of
the importance of being vigilant about their child’s use of devices. A list of useful websites is included in
this letter.

Prevent Duty

The School also has regard to the guidance in the following document:

Revised Prevent Duty Guidance: for England and Wales (April 2021) under s29 Counter-Terrorism and
Security Act 2015
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Prevent is supplemented by non-statutory advice and a briefing note:

e The Prevent Duty: Departmental advice for schools and childminders (June 2015)
e The use of social media for on-line radicalisation (July 2015)

e Prevent Duty Guidance {Oeteber2022}2023

All staff are required to have due regard to the need to prevent children and adults from being drawn into
terrorism and to prevent radicalisation and extremism. This part of our Policy should be read in
conjunction with our Child Protection and Safeguarding Policy and our SMSC Policy. All staff should be
vigilant and alert to pupils attempting to access, online (including via social media) material that could be
intended to radicalise children.

Extremism is defined as “vocal or active opposition to fundamental British values, including democracy, the
rule of law, individual liberty and mutual respect and tolerance of different faiths and beliefs.” Included
within the definition of extremism are calls for the death of members of our armed forces, whether in this
country or overseas. The most significant threats are currently from terrorist organisations in Syria and
Irag, and Al-Qaeda associated groups. However, terrorists associated with the extreme right also pose a
continued threat. We have no place for extremist views of any kind at High March. Our pupils see High
March as a safe place where they can explore controversial issues safely and where our staff encourage and
facilitate this. As a School, we recognise that extremism and exposure to extremist views can lead to poor
outcomes for children and hence should be treated as a safeguarding concern. High March staff will
challenge extremist views in order to protect our pupils.

All High March employees have completed online Prevent Training. New employees are required to
complete full initial training on appointment and all employees complete regular refresher training. The
Head of Computing in conjunction with the Network Manager is responsible for checking that no terrorist
or ‘grooming’ organisations contact or are able to access pupils. This is achieved by the use of online
filtering and protection systems.

Related Documents

e Anti-Bullying Policy

e Child Protection and Safeguarding Policy
e Code of Conduct for Staff

e Computing Handbook

e  C(ritical Incident Policy

e  Curriculum, Teaching and Learning Policy
e Data Protection Policy

e Mobile Phone and Images Policy

e Privacy Notice for Staff

e SMSC Policy
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APPENDIX 1

Responsible Use Policy

The following rules help to keep you safe and respectful of others when using all High March devices.

General Rules

SN NN

| will only use the computers and other devices in school for schoolwork and homework.
| will take care of the hardware: keyboards, headphones, mice, monitors, cables etc.
I will not have food or drink in the computer room or near any device.

| will leave the areas around the computers tidy and remember to remove my belongings.

Using the School computers and devices
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The messages | send, or information | upload, will always be polite and sensible. All messages | send
reflect on me and the school.

I will always behave in a responsible manner when using devices both in and out of school and not do
anything that goes against the School Rules.

I will only access the network using my username and password.

| am aware all keystrokes are monitored. Screenshots of inappropriate words or comments are taken.
| am aware that some websites, games and social networks have age restrictions, and | should respect
this.

| am aware that my online activity, at all times, should not upset or hurt other people and that | should
not put myself at risk.

I will not share photos or videos of anyone without permission.

Printers

| will always ask a member of staff before printing my work.
| will check that work is finished and named before printing.
I will check | am using the correct printer.

Using the Internet

+

+

| will only use a device at school when a member of staff has given me permission and they are present
in the room. (Not the Atrium)

| will use the Internet responsibly and will not visit web sites that are inappropriate for the school or my
age.

| will report any unpleasant or upsetting material to a member of staff immediately as this will help
protect other pupils.

| understand that the school may check computer files and monitor the Internet sites | visit.
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APPENDIX 2

Online Safety Guide for Parents

>

Place the computer in a well-trafficked area in the home where the whole family can use it. Ensure
mobile devices such as iPads have all the necessary safeguards.

Monitor and establish rules for the amount of time spent online.

Ensure you are making use of the different parental control tools that are available including
protective software and controlled access on all devices including mobile phones that your child
uses outside of school.

Use the Internet with your child and learn about the services your child uses.

Talk with your child to agree what kind of sites she is allowed to visit and monitor this activity.
Don’t let your child visit unmonitored chat rooms and monitor where she goes.

Ensure your child never gives out personal information online.

Ensure your child never, for any reason, agrees to meet someone face to face that she met online.
Get to know your child’s online friends.

Talk to your child about online bullying.

Be aware that many social networking sites such as TickTok and Instagram have a lower age limit of
13, but the site is unable to verify the age of applicants and thus disallow an underage user.

Make sure your child knows to tell you about anything online that makes her uncomfortable,
including unwanted emails or chat requests.

If your child receives a message of a sexual nature or is threatened, contact your Internet Service
Provider and ask for their help you should also consider reporting possible offences to the police.

Keep the webcam on your child’s computer covered, unless required, for video calls via Skype,
Zoom etc.
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APPENDIX 3

Staff Computing Acceptable Use Agreement

| understand that working in an educational context brings with it high expectations of behaviour and
integrity, and responsibilities with regard to safeguarding. These expectations include:

Interacting with pupils in an appropriate way.

Interacting with colleagues, parents, and other School or work contacts in an appropriate way.
Being trustworthy with confidential and sensitive information.

Looking after the fabric and equipment of the school and respecting school property.
Maintaining the reputation of High March.

Maintaining professional standards of conduct.

These things are equally true when computing systems, including computers and phones are involved.
Staff may use the school equipment and network for:

School / work purposes
Reasonable personal use that does not interfere with work.

| understand:

This agreement applies to the use of High March Computing systems regardless of location.

There is a presumption that emails, voice messages and data are stored on High March equipment for
business purposes. This information will be filtered and monitored and may be accessed to meet business
needs.

| will not:

e Do anything that may compromise the safety of children or staff.

e Disclose my username or password to anyone else.

e Try to use any other person’s username and password for any purpose.

e Do anything offensive that might bring the school into disrepute. This includes using best
endeavours to ensure that any postings or entries on any social media networking sites do not
bring staff or the school into disrepute.

e Access, copy, remove or alter any other user’s files without their explicit permission.

e Engage in any on-line activity that may compromise my professional responsibilities.

e Attempt to install programmes on a machine, or store programmes on equipment unless approved
by the school.

e Try to circumvent security settings or content filters.

o Deliberately breach anyone’s copyright.
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I will:

e Bring to the attention of the Computing Department or a member of the Senior Management Team
any computing activity or material that may be inappropriate or harmful.

e Report any damage or faults involving equipment or software, however this may have happened,
as soon as reasonably possible.

e Asfar asis possible, use High March provided systems to communicate with parents on school and
pupil matters. | will maintain professional standards of conduct if | communicate with parents
socially using personal phones, email or social media.

e Comply with the requirements of DPA 2018, UK GDPR and the terms of the Privacy Notice for Staff

Information Security

| understand that | may have access to sensitive information about colleagues, families or pupils in our care.
| will comply with High March’s guidance on data protection and will keep sensitive information within the
school’s network. | will not send sensitive information via personal email accounts (Hotmail, Gmail etc.) or

store it on:

e Un-encrypted USB sticks
e Personal devices (phones, laptops) or
e Personal cloud storage (OneDrive, Drop Box, etc.)

Images and Videos
ISI 7a i Mobile Phone and Images Policy

In order to prevent allegations of inappropriate activities, | will not store images of pupils on my personal
devices. Any images taken on personal devices (including EYFS) will be downloaded to the school’s systems
as soon as reasonably possible and the personal copy permanently removed.

Bringing Your Own Device

When | use personal devices in work, | understand that the same expectations of behaviour apply as if |
were using School equipment.

| understand that if | fail to comply with this Acceptable Use Agreement, | may have my Computing access
suspended and / or be subject to disciplinary action. A copy of this agreement is available on request. |
understand a copy of this signed document will be placed on my personal file.

| confirm that | have read and will abide by the Staff Computing Acceptable Use Agreement.

Signed:

Print name:

Date:
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